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Abstract—Elliptic Curve Cryptography (ECC) plays an important 
role in today’s public key based security systems. ECC is a faster and 
more secure method of encryption as compared to other Public Key 
Cryptographic algorithms. This paper focuses on the performance 
advantages of using ECC in the wireless network. Firstly, in this 
paper its algorithm has been implemented and analyzed for various 
bit length inputs. To increase the level of security further, a new 
concept of threshold cryptography is introduced and implemented 
based on the already implemented ECC algorithm. In threshold 
cryptography we not only rely on one person but on several people 
for the decryption of our message. 

1. INTRODUCTION 

In a secure cryptosystem, an individual should be able to send 
an encrypted message to an organization without knowing the 
public key for every person within the receiving company. The 
destination organization should be able to set up its own 
security policyto determine who can read the messages it 
receives. The cryptosystem is designed such that sender 
cannot circumvent the security policy and the individual can 
send the message without knowing the policy. 

2. ELLIPTIC CURVE CRYPTOGRAPHY (ECC) 

A: Basics of Elliptic Curve 

Elliptic Curve (EC) systems as applied to cryptography were 
first proposed in 1985 independently by Neal Koblitz and 
Victor Miller.[1]ECC was basically designed to run on small, 
constrained devices especially embedded devices which have 
less storage space capacity, less processing capabilities, less 
power consumption.  

Elliptic Curve has a unique property which is why it is used in 
cryptography.This uniquenessenables us to take any two 
points on a specific curve, add them together, and get a third 
point on the same curve .The problem lies that which two 
points were added together to obtain the third point.[2] [3] 

 

Basic Concepts  
An elliptic curve is defined by an equation in two variables, 
with coefficient. For the purpose of cryptography, the variable 
and coefficient are limited to a special kind of set called a 
FINITE FIELD. [3] The general equation for an elliptic curve 
is: 

y2 + axy + by = x3 + cx2 + dx + e 
 
wherea,b,c,d and e are real numbers and x, y take values from 
real number . 

ECC is considered as the one which has the highest security 
quality in per bit key among current public key cryptosystems. 
It’s characterized by small key, small system parameter, small 
public key, saving bandwidth, fast implementation, low power, 
and low hardware requirements. [4]. ECC is "an approach to 
public-key cryptography based on the algebraic structure of 
elliptic curves over finite fields" [5].For the purpose of 
cryptography the variables and coefficients are limited to a 
special kind of set called a FINITE FIELD. 

The security of ECC depends on the difficulty of Elliptic 
Curve Discrete Logarithm Problem (ECDLP). Let P and Q be 
the two points on the curve such that kP = Q, where k is a 
scalar and is called elliptic curve discrete logarithm of Q to the 
base P. Given P and Q, it is computationally infeasible to 
obtain k, if k is sufficiently large. [6] 

The implementation of ECC mainly relies on the operations at 
three levels: the scalar multiplication, the point addition / 
doubling, and the finite field modulo arithmetic. The ECC 
system based on GF(2n) is widely utilized for its simple field 
arithmetic and efficient scalar multiplication algorithms. Two 
different coordinates: the affine coordinate and the projective 
coordinate can be used for the ECC where the curve is defined 
over GF(2n). It was shown in [3][7][8] that the projective 
coordinate is more desirable for hardware implementation 
because it avoids the costly field inversion operation 
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Step 3 – The sender will generate a public key Q by private 
key and point P. 

Q = d*P 

Step 4 – The message to be sent has point ‘M’ on curve E. 

Step 5 – Randomly select ‘k’ from 1 to (n-1). 

Step 6 – Generate two cipher text strings C1 and C2. 

 
C1 = k *P and C2 = M+K*Q 

Step 7 – Send C1 and C2. C1 and C2 are encrypted texts. 

 
Fig. 1: Encryption at sender site 

At the Receiver End –  

Step 1 – The receiver uses the cipher texts C1 and C2 to 
decrypt the message M. 

Step 2 – The receiver uses the private key to decrypt the 
message M. 

Step 3 – The receiver has private key ‘d’. 

M = C2 – d*C1 

Step 4 – ‘M’ is the original message. 

 
 

 

Fig. 2: Decryption at the receiver site 

ii) Threshold Cryptography Algorithm 

For generating shares :- 

1. Sender enters the message M. 
2. Sender also enters the number of shares (say n ) he wants 

to generate and the minimum number (threshold number 
say t ) of shares he want to use to recover the message 
back. 

3. Using Lagrange interpolation algorithm, we compute a 
lagrange polynomial 
 (that is f(x) ) whose constant term is our message M that 

is a0 = M . Other constant terms ( a1, a2 , ….. , at-1 ) are 
randomly set .The degree of this polynomial is one less 

than the threshold number that is t-1. 
4. Now we generate shares by substituting x with the values 

1 to n. 
5. Now we have our n number of shares in the form ( i , f(i) ) 

where 1<i<n 
6. We send these shares to n different number of people. 

For recovering the message :- 

1. In order to recover the message M , we atleast need 
threshold number of shares. 

2. We combine these shares using a formula 

 
and as the constant term of our lagrange polynomial 
was our message M, we substitute x with 0 as f(0) = 

M. 
3. Finally, we get our message back. 

iii) Threshold cryptography based ecc algorithm 

At the sender’s end :- 

1. The sender will take a point P on the elliptic curve 
equation given . 
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2. A random number‘d’ is selected within the range of 1- (n-
1). ‘d’ is the private key. 

3. The sender will generate a public key Q by private key 

and point P. 

Q = d*P 

4. Now the sender enters the message M. 
5. This message is then processed by the threshold 

cryptographic algorithm in order to generate the shares. 
6. Now sender enters the number of shares (say n ) he wants 

to generate and the minimum number (threshold number 
say t ) of shares he want to use to recover the message 
back. 

7. Using Lagrange interpolation algorithm, we compute a 
lagrange polynomial (that is f(x) ) whose constant term is 
our message M that is a0= M . Other constant terms ( a1, 
a2 , ….. , at-1 ) are randomly set .The degree of this 
polynomial is one less than the threshold number that is t-
1. 

 
8. Now we generate shares by substituting x with the values 

1 to n. 
9. Now we have our n number of shares in the form ( i , f(i) ) 

where 1<i<n. 
10. Now we encrypt theses individual shares using the 

Elliptic curve cryptography algorithm. 
11. For each share we generate two cipher texts C1 and C2 

with the help of another random number ( that is K ). 
12. C1 is generated as : C1 = K.P 
13. C2 is generated as : C2 = M + K.Q 
14. As we can see in the above steps , we are multiplying a 

scalar K with co-ordinate points (X,Y). This is not a 
normal multiplication. This process involves point 
multiplication and point addition algorithms. An 
algorithm called point doubling is also used. 

15. Now these cipher texts are transmitted to n number of 

people. 

For recovering message back :- 

1. Now n people receive encrypted shares. 
2. These encrypted shares are then decrypted using ECC 

decryption algorithm. 
3. For each share we have two cipher texts C1 and C2. 
4. Each person decrypts the share using the private key that 

is d by 
a. Share = C2 – d.C1 

5. In this way all the shares can be decrypted. 
6. Now inorder to recover the original message M , we 

atleast need threshold number of shares. 
7. We combine these shares using a formula and as the 

constant term of our lagrange polynomial was our 
message M, we substitute x with 0 as f(0) = M. 

8. Finally, we get our message back. 

 

6. OUTPUT 

i) ECC algorithm 

 

Fig. 3: Output of 15bit number 
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