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Abstract—Elliptic Curve Cryptography (ECC) plays an important
role in today’s public key based security systems. ECC is a faster and
more secure method of encryption as compared to other Public Key
Cryptographic algorithms. This paper focuses on the performance
advantages of using ECC in the wireless network. Firstly, in this
paper its algorithm has been implemented and analyzed for various
bit length inputs. To increase the level of security further, a new
concept of threshold cryptography is introduced and implemented
based on the already implemented ECC algorithm. In threshold
cryptography we not only rely on one person but on several people
for the decryption of our message.

1. INTRODUCTION

In a secure cryptosystem, an individual should be able to send
an encrypted message to an organization without knowing the
public key for every person within the receiving company. The
destination organization should be able to set up its own
security policyto determine who can read the messages it
receives. The cryptosystem is designed such that sender
cannot circumvent the security policy and the individual can
send the message without knowing the policy.

2. ELLIPTIC CURVE CRYPTOGRAPHY (ECC)

A: Basics of Elliptic Curve

Elliptic Curve (EC) systems as applied to cryptography were
first proposed in 1985 independently by Neal Koblitz and
Victor Miller.[1]ECC was basically designed to run on small,
constrained devices especially embedded devices which have
less storage space capacity, less processing capabilities, less
power consumption.

Elliptic Curve has a unique property which is why it is used in
cryptography.This uniquenessenables us to take any two
points on a specific curve, add them together, and get a third
point on the same curve .The problem lies that which two
points were added together to obtain the third point.[2] [3]

Basic Concepts

An elliptic curve is defined by an equation in two variables,
with coefficient. For the purpose of cryptography, the variable
and coefficient are limited to a special kind of set called a
FINITE FIELD. [3] The general equation for an elliptic curve
is:

yPtaxy+by=x+cox’+dx +e

wherea,b,c,d and e are real numbers and x, y take values from
real number .

ECC is considered as the one which has the highest security
quality in per bit key among current public key cryptosystems.
It’s characterized by small key, small system parameter, small
public key, saving bandwidth, fast implementation, low power,
and low hardware requirements. [4]. ECC is "an approach to
public-key cryptography based on the algebraic structure of
elliptic curves over finite fields" [5].For the purpose of
cryptography the variables and coefficients are limited to a
special kind of set called a FINITE FIELD.

The security of ECC depends on the difficulty of Elliptic
Curve Discrete Logarithm Problem (ECDLP). Let P and Q be
the two points on the curve such that kP = Q, where k is a
scalar and is called elliptic curve discrete logarithm of Q to the
base P. Given P and Q, it is computationally infeasible to
obtain k, if k is sufficiently large. [6]

The implementation of ECC mainly relies on the operations at
three levels: the scalar multiplication, the point addition /
doubling, and the finite field modulo arithmetic. The ECC
system based on GF(2n) is widely utilized for its simple field
arithmetic and efficient scalar multiplication algorithms. Two
different coordinates: the affine coordinate and the projective
coordinate can be used for the ECC where the curve is defined
over GF(2n). It was shown in [3][7][8] that the projective
coordinate is more desirable for hardware implementation
because it avoids the costly field inversion operation
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3. THRESHOLD CRYPTOGRAPHY

Threshold cryptography involves sharing of a key by multiple
individuals engaged in encryption or decryption or splitting of
message either before or after encryption. It avoids trusting
and engaging only one node for doing the job. Hence, the
primary objective is to share this authority in sucha way that
each individual node performs computation on the message
without revealing any secret information about its partial key
or the partial messgae.

Another objective is to have distributed architecture in a
hostile environment. A certain number of nodes called
threshold t, are required to encrypt or decrypt a message.
Let & be the number of parties. Such a system is called (z,n)-
threshold, if at least ¢ of these parties can efficiently decrypt
the cipher text, while less than ¢ have no useful information.
Similarly it is possible to define (zn)-threshold signature
scheme, where at least ¢ parties are required for creating a
signature. So, the Threshold schemes generally involve key
generation, encryption, share generation, share verification,
and share combining algorithms.Thus, the TC enhances
security till compromising nodes are less than t since It is
difficult to decode partial messages if the number is less than
the threshold.

Threshold cryptography achieves the needs such as
confidentiality and integrity against malicious nodes. It also
provides data integrity and availability in a hostile
environment and can also employ verification of the correct
dat sharing. All this is achieved without revealing the secret
key. [10]

4. SHAMIR’S SECRET SHARING SCHEME

A secret sharing scheme is a means for »n parties to carry
shares or parts siof a message s, called the secret, such that the
complete set s1, . . .snof the parts determines the message. The
secret sharing scheme is said to be perfect if no proper subset
of shares leaks any information regarding the secret.

Multiple party secret sharing. Let sbe a secret to be shared
among n parties. Generate the first

n— 1sharessl, ..., sn—1 at random and set
n—1
Sy — 85 — E .
i—1

The secret is recovered as

Z?:l Si.-

S5 =

A (¢, n) threshold secret sharing scheme is a method for n
parties to carry shares siof a message ssuch that any ¢ of the
them to reconstruct the message, but so that no ¢ — 1 of them
can easy do so. The threshold scheme is perfect if knowledge
of ¢+ — 1 or fewer shares provides no information regarding s.

Shamir’s (t, n)-threshold scheme. A scheme of Shamir
provide an elegant construction of a perfect (¢, n)-threshold
scheme wusing a classical algorithm called Lagrange
interpolation. First we introduce Lagrange interpolation as a
theorem.In Lagrange Interpolation , we have tdistinct points (
X; Yi ) of the form ( xi, f(xi) ) , where f(x) is a polynomial of
degree less than t, then f(x) is given by :

R
iEF

In Shamir Secret Sharing scheme , we put a; = M (message)
and aj........ a.; coefficients are set randomly for this
polynomial. We get

t—1

flx)] = Z apr”,

=0

Now in order to generate the shares we put different values of
X. We then get n number of f(x) values which are our shares.
In general , we compute f(i) , where 1<i<n . The shares (i, f(i)
) are then distributed to different parties.

Now for the recovery of the message , our constant term ag
holds our message .We can easily get our message back from t
number of shares (i ,f(i) ) by putting i=0, that is

f(0)=ao=M

5= Zr,-ff:r']. where each ¢ =
i€l

L
jel ’i - id
i#i
5. ALGORITHMS/ METHODOLOGY USED
i) ECC algorithm

At the Sender End —

Step 1 - The sender will take a point P on the elliptic curve
equation given above.

Step 2 — A random number‘d’ is selected within the range of 1-
(n-1). ‘d’ is the private key.
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Step 3 — The sender will generate a public key Q by private
key and point P.

Q=d*P
Step 4 — The message to be sent has point “M’ on curve E.
Step 5 — Randomly select ‘k’ from 1 to (n-1).

Step 6 — Generate two cipher text strings C1 and C2.

t—1

flx) = Z apr®,

k=0
Cl=k*Pand C2 = M+K*Q

Step 7 — Send C1 and C2. C1 and C2 are encrypted texts.

Public
key,
oo c2=
Message M M+k*Q
Private >
key |
d
Point on y
curve
P
» Cl=k*P
Random no >
k

Fig. 1: Encryption at sender site

At the Receiver End -

Step 1 — The receiver uses the cipher texts C1 and C2 to
decrypt the message M.

Step 2 — The receiver uses the private key to decrypt the
message M.

Step 3 — The receiver has private key ‘d’.
M =C2-d*C1

Step 4 — ‘M’ is the original message.

Encrypted
texts M= C2-
ClandC2 d*C1 Original
Message
>

Private key of
receiver, d g

Fig. 2: Decryption at the receiver site

ii) Threshold Cryptography Algorithm
For generating shares :-

1. Sender enters the message M.

2. Sender also enters the number of shares (say n ) he wants
to generate and the minimum number (threshold number
say t ) of shares he want to use to recover the message
back.

3. Using Lagrange interpolation algorithm, we compute a
lagrange polynomial

(that is f(x) ) whose constant term is our message M that
isag = M. Other constant terms (a, a;, -.... , &.1) are
randomly set .The degree of this polynomial is one less
than the threshold number that is t-1.
4. Now we generate shares by substituting x with the values

lton.

5. Now we have our n number of shares in the form (i, f(i) )
where 1<i<n

6. We send these shares to n different number of people.

For recovering the message :-

1. In order to recover the message M , we atleast need
threshold number of shares.
2. We combine these shares using a formula
P
5= Zr;_;‘ (1), where each ¢; = H Pt
iel Jel s
J#Fi
and as the constant term of our lagrange polynomial
was our message M, we substitute x with 0 as f(0) =
M.
3. Finally, we get our message back.

iii) Threshold cryptography based ecc algorithm

At the sender’s end :-

1. The sender will take a point P on the elliptic curve
equation given .
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2. Arandom number‘d’ is selected within the range of 1- (n- 5. In this way all the shares can be decrypted.
1). “d’ is the private key. 6. Now inorder to recover the original message M, we
3. The sender will generate a public key Q by private key atleast need threshold number of shares.
and point P. 7. We combine these shares using a formula and as the
0= d*p constant term of our lagrange polynomial was our
- message M, we substitute x with 0 as f(0) = M.
4. Now the sender enters the message M. 8. Finally, we get our message back.
5. This message is then processed by the threshold
cryptographic algorithm in order to generate the shares. Y« g . i
6. Now sender enters the number of shares (say n ) he wants 5= ,-_,,('-"’ (1), where each ¢; = T
to generate and the minimum number (threshold number il jel J
say t ) of shares he want to use to recover the message I#
back. _ _ _ 6. OUTPUT
7. Using Lagrange interpolation algorithm, we compute a
lagrange polynomial (that is f(x) ) whose constant term is i) ECC algorithm
our message M that is ap= M . Other constant terms ( a;, e ol

A, . , 81 ) are randomly set .The degree of this
polynomial is one less than the threshold number that is t-
1.

t—1
flx) = E ™.
] LE]

8. Now we generate shares by substituting x with the values
lton.

9. Now we have our n number of shares in the form (i, f(i) )

where 1<i<n.

10. Now we encrypt theses individual shares using the
Elliptic curve cryptography algorithm.

11. For each share we generate two cipher texts C1 and C2
with the help of another random number ( that is K).

12. Clisgeneratedas: Cl=K.P

13. C2isgeneratedas:C2=M + K.Q

14. As we can see in the above steps , we are multiplying a
scalar K with co-ordinate points (X,Y). This is not a
normal multiplication. This process involves point
multiplication and point addition algorithms. An
algorithm called point doubling is also used.

15. Now these cipher texts are transmitted to n number of

people.

For recovering message back :-

1. Now n people receive encrypted shares.

2. These encrypted shares are then decrypted using ECC
decryption algorithm.

3. For each share we have two cipher texts C1 and C2.

4. Each person decrypts the share using the private key that
is d by
a. Share=C2-d.Cl

This program demonstrates the cryptography process

Here a binary message is entered which is converted into cipher texts.

These cipher texts are then transmitted

In this progran we make use of ECC ¢ Elliptic Curwe Cryptography ) algorithm.
M 0 0 0 M D M I D M3 M M0

THIS I8 THE TRANSMITTER END :
Elliptic cumve equation is : Y*2 = K*3 + ak +hb

First of all we have to select a point P on the elliptic curve

This point is generated randomly
( 4.800888e +A1 , 1.843645e+12 )

The public key of the receiver is : ( 1.4116@5e+B4 , 3.1341%e+13 )

Enter your message
1001100110611

The decimal form of the message is = 26214

The message can he weitten in the form of co-ordinate point as = ( 2.621400e+84]

Now we have to select another random number .This is public key of the sender.
Public key of sender is = 13

With the help of sender’s and receiver’s pubic keys, cipher texts C1 and C2 are
generated.

The cipher texts are @

The cipherl ( C1 ) text i
The cipherl C G2 ) text i

063794e+05 , 1.19836%e+14 )
967011e+07 , 2.837228e+15 O

s (2.
s (5.

e T T

THIS I$ THE RECEIVER END :

The peceiver receives the two cipher texts that are C1 and G2 .

s the receiver has the private key . [t uses this private key to decrypt the ci
bher text.

The private key of the receiver is = 9

The message received iz ( 2.6214RAe+A4 , 0.PAARAR: +AR >
The hinary forn of message peceived is = 11AB11@B1188118 _

Fig. 3: Output of 15bit number
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Table 1: Encryption at the sender end :

FOINT ON CURVE PRIVATE | ORIGINAL | RANDOM |  CIPHER TEXT CIPHER TEXT
] KEY | MESSGAE | NO (1] w]
(@ | m lkZ'
(14368, 1.80201¢+006) 7 0 23 |(5330.57-510939) | (98.5765-44140.4)
(14227,1.77708+006) 14 1 14 |(722168,1944e+007) | (925932-42562.9)
[14505,1.82636+008) 15 10 (946952, 1017e+008) | (5259.61,498212)
(14622,1.84725¢+008) 18 11 (e m, 4% | (63.851-27786)
(14276,1.87487 &+ 008) 11 101 21 |(481056-106e+007) | (2477.67,252020)
[14953,1.9079+006) 10 111 13 |(147409,539075) | (398062879184)
(15023,1.93149¢+008) 2 1011 5 |(89.7393,41453) | (533404,
-1253114007)
(15134,1 950626+ 008) 15 1111 10 (31385, (132432,
-3.58342+006) -1 60426e+006)
(15605, 2.02618+008) 1 11011 2 | (7003953 | (117076
400739+007)
(15715, 2046 76+ 008) 3 1101 21 |[31726689235 | (183085,
2542922+ 0006)
(15850,2.07171+008) 3 101010 1| [15850,2.07171+008) | (302217,71606.6)
[16017,2.102962+005) 10 | 1001 23 |(6854.3,675336) (219548 227677)
(16147,2.12741e+008) 2 1101011 9 |(sse8541317%0) | (5210.94-282529)
[16422.18136e4008) | 11 11001100 10 [179.994595497) | [2810.77-261485)
[16670,222679e+008) | 18 | 111100001 16 | (2154.07,2283%0) | (350456,
207057e+008)
(16913,2.27448+008) | 14 | 1010101011 18 | (59.1795,-3¢308) 531019,
3.86226e+008)

Table 2: Decryption at the receiver end :

CPHER TENT CIPHERTEAT PRIVATE KEY | MESSAGE RECEIVED
(c1) 2) (d)
(538057, 51093) (98,5785, 441404 1 0
MRES1s%eT) | (5934584 14 1
B9S2 100eH 8] | (259.61,8R000) 15 10
(176397274246 (3.851-347736) 18 1
[EIE 10607 | [2077.67,5000) 1 101
(1474858079 (2308, 79184) 10 111
(B 73411453 (334041 2531164007 ) 1011
[31B53BHREAE) | [B234-160826H006] 15 11
(372001.3553) (1170754 0073%+007) 1 1011
(317266859235 (183094,2 54292640006 3 1101
(e 207704008 | (3220, 76068 3 101010
(pese357538) (1%, 277671 10 110011
[FERERERED) [BREREE) ] TIT011
EEREEN [B10.77, 261585 11 11001100
(1154072838 (3504565,207057e+008) 18 111100001
159,179,305 (510133 88226e+008) 14 1010101011

ii) Threshold Cryptography Algorithm

7 CADev-Cppllib\tryproj.exe

SHAMIR SECRET SHARIMG SCHEME

Enter vour secret message in| binary form = 1618181061
[Enter the number of shares wypu want - 6

[Enter the threshold value =

Now to split owr secret into| n shares we are using Lagrange’s interpolation tech|
n i que

[Press any key to continue . [ .

[Press any key to continue - | .

our polynonial is

341 x™@ + 29 x™1 + 5

Shares generated ave like :

+ the number of shares you want to use for recovering the message = 5§

~ the index of the shares you want to select for the recovery of the message

The recovered message is = 181118111

Fig. 4: Output of 9 bit number

iii) Threshold cryptagraphy based ecc algorithm
o | 50|l

i CADev-Cpp\lib\tryproj.exe

WELCOME TO THE WORLD| OF CRYFTOGRAPHY

m

WE ARE GOING TO IMPLEMENT ELLIPTIC CURVE BASED THRESHOLD CRYPTOGRAPHY. WE WILL D
IVIDE OUR MESSAGE INTO MUMBER OF SHARES USING SHAMIR SECRET SHARING ALGORITHM.

[ENTER YOUR MESSAGE ¢ M > IN BINARY FORM = 1818
[Enter the number of shares ypu want = 6

[Enter the threshold value = 3

Our polynomial is

18 x™@ + 6 x™  + 4 x*2

Shares generated are like =

HE SHARES USING ELLIPTIC CURUE CRYPTOGRAFPHIC ALGORI

HOY WE WILL ENCRYPT EACH OF
THHM. USING THIS ECC ALGORITHHM OUR SHARES WILL GET CONUERTED INTO CIPHER TERTS. T|
HESE CIPHER TEXTS ARE THEN TRANSHMITTED.

[THIS 1S THE TRANSMITTER END

THE ENCRYFTED SHARES ARE :

Index C1¢R>
H 1 i 8.766337e+@2 |
i 8.766337e+@2 |
66337 +B2
i 8.766337e+82 |
i 8.766337e+82 |
i 8.766337e+82 |

i 4.938865e+01 |

6.738865e+01 |
38865e +A1

i 1.273886e+82 |

i 1.693886e+82 |

-5 394544e+82 |
-597238e+84 | 2.193886e+82 |

394544e+82 |

Fig. 5: Threshold based ECC for input 1010
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B C\Dev-Cpp\lib\tryproj.exe

THIS 18 THE RECEIVER END :

M- DM MM 0 M0 00 M0 M3

[Enter the number of chares you want to use for recovering the message = 4

[Enter the index of the shares you want to select for the vecovery of the mescage|
M- 000 M0 00 M0 M 2

Enter the index = 1

The Decrypted text iz ( 2.000P0@e+01 , O.PAOROG=+BA >
M- 00 M0 M 00 M0 - 2

m

Enter the index = 2

The Decrypted text iz ( 3.300P0@e+01 , O.PAOROG=+BA >

Enter the index = 4

The Decrypted text iz ( 9.800P0@e+81 , 0AARG: +B8 >
M- MM MM 0 M0 M 00 MM D 2

Enter the index =5

The Decrypted text iz ( 1.400P0@e+@2 , O.PAOOOA=+BA >

Fig. 6: Threshold based ECC for input 1010 continued

Analysis of Output-

We have plot two graphs. One for the shares generated for the
input 1010 and one graph illustrating the encrypted shares
which are encrypted using ECC algorithm. It took 9 seconds
for the algorithm to generate this output.

SHARES OF 1010

220
200 140
1804
160
1404 140

1204

Shares

1004 98-
a0

60

404 ag

204

X -values

Fig. 7: Generated shares of 1010

Encrypted Shares of 1010

2395 2395 2395 2395 2395 2395
T T T T

cipher text y - coordinate

8766 493 673 933 1273 1693 2193
cipher text x - coordinate

Fig. 8: Encrypted shares for 1010

7. CONCLUSION

The digital signature based Elliptic Curve Cryptography and
Threshold covers all four aspects of security - Integrity,
Authentication,Non-repudiation and Confidentiality.

They promise for the better and secure data transmission is
opening new dimensions of its application in every field of
communication. Mobile computing, wireless sensor net-
works, server based encryption, image encryption, government
and financial communication protocols and many other.

8. FUTURE WORK

This is a completely new domain and has tremendous scope of
research. ECC can be used to provide authentication and
enhanced security. ECC can be used in Mobile computing,
wireless sensor net-works, server based encryption, image
encryption, government and financial communication
protocols and many other areas.

We are going to further introduce the concept of Cloud
Computing with ECC. We are going to get the biometric
values and then encrypt them using our Elliptic Curve
Cryptography based Threshold cryptographic algorithm. Then
we will store these encrypted values in our cloud and
whenever we want , we can retrieve them from our cloud ,
decrypt them and get the original values.
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